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Disclaimer
The content set forth herein is Red Hat confidential 

information and does not constitute in any way a 
binding or legal agreement or impose any legal 

obligation or duty on Red Hat.  

This information is provided for discussion purposes 
only and is subject to change for any or no reason.
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Who Am I
● Tim De Borger
● Study

○ Systems Analyst/Programmer (Graduate)
● Career

○ KB (2.5)
○ Progress Software (20)
○ Red Hat (4)

● Areas
○ Technical Support (5 Years)
○ Programmer (3 Years)
○ Consultant (14 Years)
○ Solution Architect (6.5)
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Why Am I Telling This?
● 5 Years in Support

○ 1995 - 2000
○ EMEA Based Center in Rotterdam
○ 40-45 people covering 15+ languages in one place
○ Era of dial-in/dial-back

● Support Optimizations
○ Character Based Application for Call Logging with primitive K-Base Interface
○ GUI Based Application with advance interface for K-Base
○ Online accessible K-Base for Customers
○ Online Call logging and access for Customers

● Internal Impact
○ Support Engineers not happy with GUI - Slower Reactions
○ Support Engineers happy with Faster Resolution
○ Support Engineers happy with less Calls logged
○ Management unhappy with less Calls logged
○ Customers Happy (most of the time) with the ‘Open System’
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Next Level of Support
● What If:

○ Support understands more about the ‘base’ configuration @Customer
○ Support can correlate reoccurring issues with the ‘base’ configuration
○ Correlation based on knowledge from Engineering
○ With 0% Effort on the Customer Side

● Then there is an Automated Way to ...:
○ Notify Customers on possible issues in the systems and configurations
○ Provide the Solution in a simple and standard way
○ Improve Customers Platform Stability, Security and Performance

● How Is this done?
○ Stay for the next 30 minutes …
○ Can be seen as a sample of AI/ML



Red H
at Insights

cloud.redhat.com
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Insights Portal Moved



Connected Customer
Proactive support for customer issues

● Active upgrades

● Overall cluster health

● Firing alerts

● Node health

Driving a high quality product

● Monitor and improve upon the health of the 

customer base

● Prioritize engineering roadmap for platforms 

and prove they are improving over time

● Active monitoring of fast and stable channels



Red H
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How Insights Helps 
You



Complexity is risk

80% $336k/hr $15m/yr

65%

Percentage of commercial 
application outages caused 
by software failure and 
operational complexity

The median cost per hour
of downtime for a 
production application for a 
large enterprise

Mean annualized cost of 
cybercrime deference and 
remediation for large 
US-based corporations

of CompTIA customers thought they were significantly behind in training 
and capabilities needed to manage their next generation infrastructure.



PREDICT RISK. GET GUIDANCE. STAY SECURE.

PREDICTIVE I.T. ANALYTICS

AUTOMATED EXPERT ASSESSMENT

SIMPLE REMEDIATION



I.T. OPERATIONAL ANALYTICS (ITOA)

What happened?

DESCRIPTIVE 
ANALYTICS

Why did it happen?

DIAGNOSTIC 
ANALYTICS

What can we do

PREDICTIVE 
ANALYTICS

PRESCRIPTIVE 
ANALYTICS

about it?What will happen?



● Insights was able to immediately identify 10 issues on an Oracle RAC 
system that has been plaguing a customer for 6 months.

○ Oracle RAC systems are EXPENSIVE. Why not keep them running at 
optimal capacity?

● One customer swore their 2,000 servers were up-to-date.

○ A demonstration of Red Hat Insights showed them that 400 of their 
servers were not up-to-date, and therefore at risk.

Customer Stories



Managing infrastructure risk

ANALYZE IDENTIFY PRIORITIZE RESOLVE



Why Red Hat Insights?

ACTIONABLE INTELLIGENCE 
POWERED BY RED HAT

CONTINUOUS 
VULNERABILITY ALERTS

INCREASED VISIBILITY
TO SECURITY RISKS

SIMPLE 
REMEDIATION 

Automatic remediation available through Satellite or Tower



CUSTOMER PORTAL

16
ACTIONS

ANALYSIS AND 
FINDINGS

ANONYMIZED
HOST INFORMATION

ANALYTICS
ENGINE

RULES
DATABASE

PLAYBOOK
GENERATION

View results and alerts from 
Insights in either the 
Customer Portal or through 
the Satellite user interface.

INSIGHTS



Buy

Red Hat Insights
Now included with all Red Hat Enterprise Linux subscriptions

Get
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Red Hat Insights 
Capabilities



Red Hat Insights
Included with your Red Hat Enterprise Linux subscription

Assesses
customer’s Red Hat 
environments

Remediates
findings with prescriptive 
remediation steps or an 
Ansible playbook

Insights
rule contributions directly
from Red Hat subject
matter experts

Identifying risks for Availability, performance, stability and security



Key risks discovered
Tailored resolution steps included for resolution

Performance issue
Network interface is not performing
at maximum speed

Security risk detected
Privilege escalation

Availability 
OpenShift operations fail if insufficient 
CPU or memory

Recommended action
Check cable, connections, and remote 
switch settings

Recommended action
Apply mitigation and update the kernel

Recommended action
Increase CPU and/or memory 
reservation

Stability
Filesystem has exceeded
95% capacity

Recommended action
Increase free space on the host.



More than just security
Red Hat Insights has more than 1000 rules—here is how they stack up across categories

Availability 44%

Security 15%

Stability 27%

Performance 14%

SECURITY

STABILITY

PERFORMANCE

AVAILABILITY



Get ahead of key security risks
Don’t wait for your security team to tap you on the shoulder

• Prioritizes security response by 
analyzing runtime configuration and 
usage

• Automates security analysis, beyond 
just CVEs

“ ...when a vulnerability is released, it’s likely to be 
exploited within 40-60 days. However, it  takes 
security teams between 100-120 days on average 
to remediate...”

— KENNA SECURITY GROUP



Red H
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Architecture

Red Hat Insights & 
cloud management services for Red Hat 
Enterprise Linux



Customers environment

Insights client(s)

Hybrid cloud 
infrastructure



Customers environment cloud.redhat.com | hosted on OpenShift Dedicated

Core services

Common
upload service

Insights client(s)

Hybrid cloud 
infrastructure



Customers environment cloud.redhat.com | hosted on OpenShift Dedicated

Core services

Common
upload service

API
authorization

Metrics & 
monitoring

Logging

Message
queue

Notifications

Tagging 
taxonomy

Centralized 
inventory

Insights client(s)

Hybrid cloud 
infrastructure



Customers environment cloud.redhat.com | hosted on OpenShift Dedicated

Core services End services

Red Hat Insights
Common

upload service

API
authorization

Metrics & 
monitoring

Logging

Message
queue

Notifications

Tagging 
taxonomy

Centralized 
inventory

Insights client(s)

Hybrid cloud 
infrastructure

Cloud management services for 
Red Hat Enterprise Linux



Customers environment

cloud.redhat.com

Red Hat InsightsInsights client(s)

Hybrid cloud 
infrastructure

Cloud management services for 
Red Hat Enterprise Linux

Satellite

Smart Management

Vulnerability Compliance System comparison
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How to use Red Hat 
Insights



Installation and registration

Step #1: Run (as root) # yum install insights-client
○ Red Hat Enterprise Linux 8 customers will not need to perform 

this step - the Insights client is pre-installed.
 

Step #2: Run (as root) # insights-client --register

More information including automation playbooks are available at:
○ https://access.redhat.com/insights/getting-started

Man page available via $ man insights-client

Simple and Straightforward

https://access.redhat.com/insights/getting-started
https://access.redhat.com/insights/getting-started


Data collection

Red Hat Insights
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No sensitive data collected—only data needed for rule analysis

Example files

 /etc/redhat-release 
 /proc/meminfo
 /var/log/messages
 /boot/grub/grub.conf
 /boot/grub2/grub.cfg
 /etc/modprobe.conf

Commands

/bin/rpm -qa 
/bin/uname -a
/usr/sbin/dmidecode
/bin/netstat -i
/bin/ps auxcww
 

 We do not collect log files, but we collect the lines that match 
a potential rule (e.g., page allocation failure.)



Four things you should know about data 
collection

in Red Hat Insights

Red Hat Insights
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Only portions of logs are collected.
Bits of information about server configuration, rule 
match to the line of a log file.

Data uploads are customizable.
For example, you can delete server names or IP 
addresses. Collection schedules are also customizable.

Information is encrypted. 
From the time it’s collected on the client server to 
transmission to the Insights service.

Data remains for a short period of time. 
Daily replace of server upload? If upload is not sent, 
the current upload is deleted after 14 days.

1

2

3

4



How long does Red Hat store data?

Red Hat Insights
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Typically 24 hours
2 weeks maximum
No permanent data storage



Architecture

Red Hat Insights

36

Server data anonymization Minimal network impact

Results tailored to each host
+Remediation steps  +Playbooks

Infrastructure



Red H
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Automatic 
remediation with 
Insights and Red 
Hat Management



Automatic remediation with Satellite 6.4+

Red Hat Insights
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Resolve issues with a click of a button

Source: https://access.redhat.com/products/red-hat-insights#getstarted

Apply remediation plans 
with a click of a button–and 
track activity and progress 
on your machines.



Insights performance rules for Satellite

Red Hat Insights
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Performance rules and tests include:

● MinInstance rule for Foreman.
● Passenger performance rule.
● Postgresql_frequent_checkpoints.py.
● Rule for pulp filetype to be of non-NFS type.
● Server limit rule for HTTPD access and error logs.
● Tests for pulp_ftype.
● Tests for serverLimit.
● Tests for postgresql_frequent_checkpoints.

Customers can use Insights rules to recommend Satellite performance tunings,
listed in the “Tuning Red Hat Satellite” guide.

https://access.redhat.com/documentation/en-us/red_hat_satellite/6.3/pdf/tuning_red_hat_satellite/Red_Hat_Satellite-6.3-Tuning_Red_Hat_Satellite-en-US.pdf


● Reporting and Remediation, both manual and automatic (scheduling it)
○ Different look and feel, Tower approach

Automatic reporting and remediation with Ansible Tower
Reporting and Remediation is also available on Red Hat Ansible Tower

https://access.redhat.com/insights/getting-started


Red H
at Insights

What do you do with 
my Information
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Your Information
● All collected information is non GPDR
● All information can be checked:

○ insights-client --no-upload
■ Archive saved at /var/tmp/e7spk69h/insights-rhel81-20200123132507.tar.gz

● All information can be filtered:
○ /etc/insights-client/remove.conf

■ File Content
■ Specific Commands
■ String Patterns
■ Keywords

○ File can be validated
○ All can be Obfuscated

● Data-Collection can be Dynamic or … Based on RPM package install
● And … 

○ What about SOS reports?
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Demo



Demo



Demo



Demo
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Resources & 
Next Steps



Getting started with Red Hat Insights

You have Red Hat Insights at no additional cost:
https://access.redhat.com/insights/getting-started

ALREADY A RED HAT® ENTERPRISE LINUX® CUSTOMER?

https://www.redhat.com/en/technologies/management/insights
For more info, visit: https://access.redhat.com/insights/info

WOULD YOU LIKE TO LEARN MORE ABOUT RED HAT INSIGHTS?

https://access.redhat.com/insights/getting-started
https://www.redhat.com/en/technologies/management/insights
https://access.redhat.com/insights/info


linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat

Red Hat is the world’s leading provider of 

enterprise open source software solutions. 

Award-winning support, training, and consulting 

services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you


